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S. (Data Center)

2. (Purpose of a Data Center Guidlines)
9. (Types of Data Center)
(Tier) :
Uptime ;
Tier Requirement ~ Tierl ~ Tierl  Terhi  Terlv.
Distribution Path 1 1 1active/1 2 active
Power and Cooling alternate
Redundancy active N N N+1 2(N+1)
Component
Redundancy No No Yes Yes
backbone
Redundancy No No No Optional
horizontal cabling
Raised Floor 12”7 18~ 307-36” 307-36”
UPS / Generator Optional Yes Yes Dual
Concurrently No No Yes Yes
Maintainable
Fault Tolerant No No No Yes
Availability 99.671% 99.749% 99.982% 99.995%
N: needed Source: Uptime Institute
8. (Standards and Certifications)
8.5. (Data Center Infrastructure Standards)
8.5.5. Uptime , ,
(Operation) :



. (Tier Certification of Design Documents):

. (Tier Certification of Constructed Facility):
8.5.2. TIA-942: ( ) TIA -942

. ;

o (Cabling Infrastructure);

L4 )

[ ]
TIA-942-A

. (TIER-I) ,

(Star)
. (TIER- 1)

(Star’ Topology)

. (TIER-111)
(reduntant) X
. (TIER-1V) ,
2 X (N +N),
(Tier) SPoF (Single Point of Failur)

8.5.9. ASHRAE: ,
(ASHRAE) , , (HVAC&R)
ASHRAE HVAC

8.5.8. LEED: Leadership in Energy and Environmental Design
(USGBC)



8.2. (Information Security Related Standards)
8.2.5. BDS/IEC 27001: (ISMS)

, , ISMS

8.:.x. BDS/IEC 27002: :

8.2.9. BDS/IEC 27006: (
ISO 27001 Audit Check List * - )

8.:.8. PCI-DSS: PCI-DSS|
PCI DSS
8.:.¢. BDS/IEC 27033:

8.2.y. BDS/IEC 27017:

8.9, (Disaster Recovery Standard)
8.9.5. BDS/IEC 24762: (ICT
DR) ,

8.8. (Information Technology Continuity
Management Standard)
8.8.>. BDS/IEC 22301

8.¢. (Risk Management Standard)
8.¢.>. BDS/IEC 27005: ,
BDS/IEC 27001
8.Y. (Organization Governance in Information
Technology Standards)
8.1.5.BDS/IEC 38500:

o (Responsibility): ;
. (Strategy) :

o (Acquisition):

o (Performance):

J (Conformance): :



. (Human Behavior):

(Evaluation): ;
(Control): ;
(Monitoring):

8.u.2. COBIT:
, ISACA ( ) COBIT
8.A. (Information Technology Service Management
Standards)
ITIL BDS 20000: (ITSM)
ITIL ‘ ’ :
ITIL ,
ITILv3
BDS
20000
o (Foundation);
. (Intermediate);
o (Advanced)
BDS/IEC 20000
8.b. (Quality Management Standard)
8.r.5. BDS 9001:
8.5. (Environmental Management Standard)
8.5.5>. BDS 14001:
. (Planning and Designing)

, (1oT)

@.S. (Planning Concerns)



e

€.R.D.

aisle)

€RR.

(New equipment);
(Consolidations and expansions);
(New redundancy requirements);
(Incremental power requirements);
(New security requirements);
(Incremental cooling demands);
(Constrained floor space);
(New safety and security regulations);
(Changes in operational procedures);
(Changes in mission);
(Cost pressures)

(Design Concerns)

(Adaptable),

(Density vs. Capacity)

(Rack

(Rack Layout)



Alternative 1

-

10 KW per rack
166 watts/SF

€¢R.9. (Rack Units)

(Watt)

(Air Condition)

( ) -

Alternative 2

I Criririmmi
ImimiT Teimim

10 KW Rack
1]

B OOOOOm e
___________________ =1 D

- ]

4.2 KW per rack
70 watts/SF

(

(Rack Configuration)

(Hot Spot)



Example

Power per Rack Watts
Server blade enclosure 50
Patch panel power 25 Goal:
Wattage per server 43 Maintain an average
x 10 servers per enclosure 430 of 4 kilowatts per rack
Total wattage per enclosure 505 th iced fl
x five enclosures per rack 2,525 sl s s s Jlee)r

Add energy factor for HVAC power (60 percent) 1,515
Total Wattage per Rack 4,040

Total Space and Power Over Raised Floor (Base Case) — 200 Racks

Space
Expansion space

Total space
Power
Watts per SF

6,000 square feet (200 x 30 square feet)

6,000 square feet (double the rack footprint for growth
capacity during a 10-year period)

12,000 square feet

808,000 watts

67 watts (Use a design envelope of between 50 watts
and 100 watts per square foot.)

(Rack) ,
(Power)
, (Layout)
€.R.8. (Availability and Fault Tolerance)
Uptime (Tier)
(Tier 1) , (Tier 1V) : ,
(Tier 1) (Outage)
X (Tier 1) ; (Tier 1) . (Tier IV)
.- . % (Tier),
(Specification) (Tier) :
Uptime

, - (High Availability)

o



Y.

(Physical Infrastructure)
(Site)

(Architecture)

( X );
(Slab)

( ,

— (Skylight) ;

/ ,

(Riser)

(Lightening Rod)

o

(Screening)



AR

v.8.

(Critical Building System)

(Power source) — L

(PDU)

(HVAC) -

(Fire protection systems) -

(Security systems) -

(Raised floor systems)
(Perforated Raised Floor)

Power Distribution

Local
distribution
lines to the

building,

480 V

(patch panels)

Backup
diesel
generators

HVAC Fire
System Protection
System
p—— Lights; ~—» Pre-action Security
! i zl office plug | —p \ars 125 System
: = load —
Computer| Computer
UPS PDU P
racks equipment

\ Raised Floor (12, 18 or 24 inches, depending on floor size)\

(Power Distribution)

(conduits)

R



(SRG)

(PDUs)

O O O O

o 0O O O O

O

(Shutdown)

(grounding and bonding)
(Mesh) ;

(high-frequency impedance)
(circuit breakers)

(electrostatic discharge)
(EMI) ;

(power-conditioning)

(TVSS)

(PDU)
(Power Supply)

(UPS):
% ;
(Tier)
(Peak)

(Backup Generator):
(Tier 1) (Tier 1V)

LT
TPN Bus Bar MMSB

59

(MDB)

UPS

LT

, UPS



LY, (Cooling System)
- (Storage)
HVAC

. - ;

o ;

o ;

. — (Distributed Unit)

o / (Rack) ;

° ;

o (Raised floor) ;

. ;

° ;

L4 1

Return air plenurn
Raek Rack
Supply plenum
Raised floor
CH (Raised Access Floor (RAF))
Reference Ground (SRG) ,
RAF
° RAF ;

8

Signal



° --- RAF
L. (Fire Detection and Suppression)

(Immersion Cooling Fluid)" :

.. (Water Damage Protection)
: (sprinkler)
(Cabinet)
Y.do. (Surveillance Systems)
(Cabinet),
: (IP) (Infrared)
)

bl



b)Y, (Lighting)

e LED
(LUX);
. .. (uUPS) LDB ;
[ ]
o ;
[ ] , ’
e TIA-942
YR, (Electrical Work Guidelines)
YRS, (Electrical Cabling) -
YL.ORR. (Bunching of Wires) -
(conduit) :
(conduit)
CREACH (Drawing of Conductors) -
(conduit) ,
Y.53.8. (Joints) - : , )
(conduit)
CRRN (Mains and Sub-Mains) -
(conduit)
CIRERCH (Color Code of the Conductors) -
L.5R.A4. (Fixing of the Conduits) —

Y



LR

YIS,

V.OR.D0.

YO0,

CRICE

v.58.

TIA -942

(Protection) -

(Switch-Outlet Boxes and Junction Boxes) -

(Inspection Boxes) -

(Earthing) - TIA -942

(Ohm)

(Rodent and Repellent System (RRS)) —

(Environment and Infrastructure Management Tools) -

(Data Center Layout)

(hierarchical star topology)

94



N Entrance Rosm Carciers
Dperations Center
‘Sapport Roomes:
Telecommunications Computer Room
Room Maim Distribution Area
{0 and Dperabions (Roulers, Backbones, .

Center LAN Seviches]

Horizontal
Distribwtiom Area

[ / KM Swibchect

{LAN/SAH/HVM Switches) Herizsmtal Horizontal

Distribution Area Distribwtion Area
(LANSANFYM Sweitches: [LAAL/SAN VM Swatches)
“Eauismont Equipment G|
Distribwtiom Area Diistributisn Anea Distribwtion Area
Q.. (Functional Areas)
( ) (Entrance Room (External Network Interface)):
( )
(Tier) ,
( )
( ) (Main Distribution Area (Main Distributor)):
(Core Layer) : ( ),
( ) (Horizontal Distribution Area (Zone Distributor)):

(Access Layer)

( ) (Zone Distribution Area (Local Distribution Point)):

b



Q.. (Room Concept)

(Room in Room)

b. (Information Technology (IT) Infrastructure)
b, (Cabling System)

° (High channel densities);

o (High transmission speeds);

° / (Interruption-free hardware changes);

° (Ventilation aspects);

. (Support)

o (Redundancy) ;

° ;

L b

L )

o (VolP) QoS ;

e LAN WAN ;

e VLAN ;

o DR (Replication)

(Guideline) - TIA -568-B.1, TIA -568-
B.2, TIA -568-B.3, TIA-569-B, TIA -606-B,
TIA-606-A, TIA -607
(SCS)

.. (Network)

hY)



Institutional Cloud
~Public Cloud

(
)
bR, (Network Segregation)
: /

° — (Tier 1 — Untrusted layer)

(Tier 1) ( )

(Tier 1)
(Tier 1)
(
)

. - (Tier 2 — Semi-trusted layer)

(Tier 2) (Presentation)

(Tier 1)
(Processing Request) (Tier 2)
(Tier 2)

. - (Tier 3 — Trusted layer)

0



bR

b9,

b.9.0.

(Tier 3)

(Tier 2)

(

(Tier 3)
(Tier 3)

(architecture)

(integrity)

(Architecture)

(Single Point of Failure)
(Performance and Scalability) -

(Processing Power),

(Logically)
(Guiding principles)
(Security) —
(Confidentiality), (authenticity)
(Access), /
(Availability) —
(SLA)
(Flexibility) —
(Servers)
L (Scalable)

(Key Considerations)

QD

(Response Time),



(VPS)

o (Scalability)

8. (Storage)

(Storage)
(Storage) : : (Backup)

(Storage) (Storage)
(Equipment)

(Redundancy) :

(SAN)

b.8.). (Key Considerations):

22



. (Function):

o (Capacity & Speed):
IOPS IOPS
(Read and Write)
) (Reliability): : " "
- (Chassis), :
( )
b.c. (Information Security)
(Confidentiality), (Authenticity) (Integrity)

, (Best Practice),

" (Defense-in-Depth)"

b.@.). " (‘Defense-in-Depth’ Approach to Information Security)

" (Defense-in-Depth)"

(Administrator) (Unauthorized Access)

29



(Demilitarized Zone (DMZ)), , -
: (Intrusion Prevention System (IPS)),

(VPN), ,
( :SIEM), (WAF), S o
) (DLP), (CTI) "
(Verified) (Flexible)
(Arised Threat) n "

‘Defense-in-Depth’ Information Security Architecture

Proactive Pr

Enc‘r\f'a'ﬂ()n DL otectiOn
Whj

Aoplinas:
te/Blgn PPlication
[ A/B‘&\,k FlreWa”s

sting ,, . Ady:
9 Ma‘Warea

Gateways Ma]Ware
Detectiyy,

38



Facilities

Planning and
Design

Operational
Change Mgmt
u%"m

R



(NOC) ,

, (Vendor Selection),

(Network Operation Center (NOC))
(Security Operation Center (SOC))

QY



e

Resources: Activities:

= Capital budget = Deadlines
« Operational budget » Reliability

+ Headcount + Meets business needs

« Business alignment

(CFO), (CI0), (CTO)
(CISO) -

- Data Center Manager - Network Manager - Storage Administrator - System Administrator
- ITNS Manager - Network Architect - Storage Architect - Systems Management
- Operations Manager - LAN Engineering - SAN Architect - Mainframes

- Operations Engineering - Open systems

=T =T

- Security Engineering - Project Manager - Database Administrator
- E-Commerce - Program Manager - Database Architect

- Security Manager - Portfolio Manager - Madeler

- Security Officer

- Applications Security

R4



So. (Conclusion)

: (Compliance)
Sarbanes-Oxley Act (SOX), ; Basel 11,

, (Audit) | ,

N3



List of Acronyms

Acronym Full Name
TIA Telecommunications Industry Association
SPOF Single point of failure

American Society of Heating, Refrigerating and Air-Conditioning
ASHRAE Engineers

LEED Leadership in Energy and Environmental Design
HVAC Heating, ventilation, and air conditioning
HVAC+R heating, ventilation, air conditioning and refrigeration
BDS Bangladesh Standard

IEC International Electrotechnical Commission
ISMS Information security management system

PCI Payment card industry

DSS Data Security Standard

COBIT Control Objectives for Information and Related Technologies
ISACA Information Systems Audit and Control Association
ICTDR ICT Disaster Recovery

ITIL Information Technology Infrastructure Library
SRG Synergy Research Group

PDUs Power distribution units

EMI Electromagnetic Interference

UPS Uninterruptible power supply

LT Linear Technology

TPN Bus Bar Task-positive network Bus Bar

RAF Risk Assessment Framework

IP Internet Protocol

LED Light-emitting diode

LAN Local area network

WAN Wide-area network

VLAN Virtual LAN

DR Disaster Recovery

PVLAN Private VLAN

SLA Service-level agreement

IOPS Input/output operations per second

DMz Demilitarized zone

IDS Integrated Data Store

VPN Virtual private network

SIEM Security information and event management
WAF web application framework

W



DLP
CTI
CFO
CIO
CTO
CISO
TVSS
MMSB
VPS

Data level parallelism

Cyber Threat Intelligence

Chief financial officer

Chief information officer

Chief technology officer

Chief information security officer
Transient Voltage Surge Suppressor
Multiple Message Switch Buffer
Virtual Private Server

Yo



(Glossary)
/

(Cabling
Infrastructure)

(Star
Topology)

(reduntant)

(Single  Point
of Failure)

(HVAC)

(ISMS)

PCI-DSS

SPoF

)SPOF
(HVAC)
(ISMS)

)PCI-DSS

)Cloud Computing)

0



(ICT DR)

(1oT)

(Adaptable)

(Rack
aisle)

(Rack
Configuration)

(Hot
Spot)

(Air
Condition)
(Rack)
(Tier)

(High
Availability)

(Architecture)

(Lightening

JUPS)

O

)Electrical Device)

Jindoor air)



Rod)

(Screening)

(PDU)
(PDU)

(Raised floor
systems)

(Perforated
Raised Floor)

(patch
panels)

(conduits)

(Shutdown)

(grounding
and bonding)

(Mesh)

(high-
frequency
impedance)

(O]



(SRG)

(circuit
breakers)

(electrostatic
discharge)

(EMI)

(power-
conditioning)

LT

TPN Bus Bar

MMSB

(Storage)

Signal
Reference
Ground (SRG)

(Immersion
Cooling Fluid)

08



(sprinkler)
(Cabinet)

(IP) ()

(Infrared)
LED
(LUX) ' ,

(Ohm) ' Sl

(Room in Enclosure
Room)

(VolP) Voice Over Internet Protocol.
(VolP)

QoS (Qo0S) :
QoS

LAN () (Local Area Network LAN)

WAN (WAN)

Nl



(Video

Streaming)

VLAN (Virtual LAN) '
(Data Link, OSI  2)

DR (DR)

(Replication)

(SCS)
(SLA)
(SLA)
(VPS)
(SAN)
(SAN)
SAN
(Tape

Library)

Y



(Chassis)

Defense-in-Depth :
(Defense-in-
Depth) ,

(Information
Security ,
Administrator)

(Unauthorized

Access) :
: (Demilitarized Zone)
(Demilitarized ( , Physical or Logical)
Zone (DM2)) -
(IPS)
(Intrusion
Prevention
System (IPS))
(VPN)
(VPN)
SIEM , (SIEM),
(SIM)

(SEM)

0q



(WAF)

(Anti-

DDoS)

(DLP)

(DNS)

(CTI)

(Network
Operation
Center (NOQC))

(Security
Operation
Center (SOQ))

(WAF)

WAF

( )

(Malicious)

(DNS)

(Actor)

Open Source Intelligence,

(NOC) "

(SOC)

(CFO)

Ob



(CFO)

(CIO)

(CTO)

(CISO)

(Dark
Web)

(CI0),

O

(CTO),

(CISO)

(World Wide Web)



Audit Checklist — 1SO 27001 Framework

Master Master Control Control Sub-category Control Sub-category Objectives
Control Objective
Sections
Objective: To provide A.5.1.1 Information security policy An information security policy document shall be
management direction document approved by management, and published and
AS51 and support for communicated to all employees and relevant external
In forén'a tion information §ecurity in parties.
security policy accordar}ce with business A.5.1.-2 Revigw of the information The infor.mation secu.rit}'r pc.)l.icy shall be reviewed at
requirements and security policy planned intervals or if significant changes occur to
relevant laws and ensure its continuing suitability, adequacy, and
regulations. effectiveness.
A.6.1.1 Management commitment to | Management shall actively support security
information security within the organization through clear direction,
demonstrated commitment, explicit
assignment, and acknowledgment of
information security responsibilities.
A.6.1.2 Information security Information security activities shall be
coordination coordinated by representatives from different
parts of the organization with relevant roles
and job functions.
A.6.1.3 Allocation of information All information security responsibilities shall be
security responsibilities clearly defined.
A.6.1.4 Authorization process for A management authorization process for new
information processing facilities information processing facilities shall be
A6l Objective: To manage defined and implemented.
I information security
nternal L
o within the
organization s
organization.

A.6.1.5 Confidentiality agreements

Requirements for confidentiality or non-
disclosure agreements reflecting the
organization’s needs for the protection of
information shall be identified and regularly
reviewed.

A.6.1.6 Contact with authorities

Appropriate contacts with relevant authorities
shall be maintained.

A.6.1.7 Contact with special interest
groups

Appropriate contacts with special interest
groups or other specialist security forums and
professional associations shall be maintained.

8o




A.6.1.8 Independent review of
information security

The organization’s approach to managing
information security and its implementation
(i-e. control objectives, controls, policies,
processes, and procedures for information
security) shall be reviewed independently at
planned intervals, or when significant changes
to the security implementation occur.

To maintain the
security of the
organization’s

information and

A.6.2.1 Identification of risks related
to external parties

The risks to the organization’s information and
information processing facilities from business
processes involving external parties shall be
identified and appropriate controls
implemented before granting access.

A.6.2.2 Addressing security when

All identified security requirements shall be

A6.2 information dealing with customers addressed before giving customers access to the
External processing facilities organization’s information or assets.
parties that are accessed,
processed, A.6.2.3 Addressing security in third | Agreements with third parties involving
communicated to, or | party agreements accessing, processing, communicating or
managed by external managing the organization’s information or
parties. information processing facilities, or adding

products or services to information processing
facilities shall cover all relevant security
requirements.

A.7.1.1 Inventory of assets All assets shall be clearly identified and an inventory
of all important assets drawn up and maintained.

A.7.1.2 Ownership of assets All information and assets associated with

A71 To achieve and maintain information processing facilities shall be ‘owned” by a
Responsibility | appropriate protection of designated part of the organization.
for assets organizational assets.

A.7.1.3 Acceptable use of assets Rules for the acceptable use of information and assets
associated with information processing facilities shall
be identified, documented, and implemented.

A.7.2.1 Classification guidelines Information shall be classified in terms of its value,
legal requirements, sensitivity and criticality to the
organization.

AT To ensure that
Infor;n.ation informat’iqn receivesan [~ 72 2 [nformation labelling and An appropriate set of procedures for information
classification appropriate level of handling labeling and handling shall be developed and
protection. implemented in accordance with the classification
scheme adopted by the organization.
To ensure that A.8.1.1 Roles and responsibilities Security roles and responsibilities of employees,
. employees, contractors contractors and third party users shall be defined and
A.8.1 Prior to ) . . e,
and third party users documented in accordance with the organization’s
employment

understand their
responsibilities, and are

information security

8




suitable for the roles they
are considered for, and to
reduce the risk of theft,
fraud or misuse of
facilities.

A.8.1.2 Screening

Background verification checks on all candidates for
employment, contractors, and third party users shall
be carried out in accordance with relevant laws,
regulations and ethics, and proportional to the
business requirements, the classification of the
information to be accessed, and the perceived risks.

A.8.1.3 Terms and conditions of
employment

As part of their contractual obligation, employees,
contractors and third party users shall agree and sign
the terms and conditions of their employment
contract, which shall state their and the organization’s
responsibilities for information security.

To ensure that all
employees, contractors
and third party users are
aware of information
security threats and
concerns, their

A.8.2.1 Management responsibilities

Management shall require employees, contractors
and third party users to apply security in accordance
with established policies and procedures of the
organization.

A.8.2.2 Information security awareness,
education and training

All employees of the organization and, where
relevant, contractors and third party users shall

A.8.2 During responsibilities and receive a : g
e ppropriate awareness training and regular
employment 11ajb1ht1es, and are updates in organizational policies and procedures, as
equlee.d to supp01.‘t relevant for their job function.
organizational security
policy in the course of
their normal work, and
to reduce the risk of A.8.2.3 Disciplinary process There shall be a formal disciplinary process for
human error. employees who have committed a security breach.

A.8.3.1 Termination responsibilities Responsibilities for performing employment
termination or change of employment shall be clearly
defined and assigned.

To ensure that A.8.3.2 Return of assets All employees, contractors and third party users shall
A83 employees, contractors return all of the organization’s assets in their
Termination or | and third party users exit possession upon termination of their employment,
change of an organization or contract or agreement.
employment change employmentin  [A7g 33 Renoval of access rights The access rights of all employees, contractors and
an orderly manner. third party users to information and information
processing facilities shall be removed upon
termination of their employment, contract or
agreement, or adjusted upon change.

A.9.1.1 Physical security perimeter Security perimeters (barriers such as walls, card
controlled entry gates or manned reception desks)
shall be used to protect areas that contain information
and information processing facilities.

To prevent unauthorized A.9.1.2 Physical entry controls Secure areas shall be protected by gppropriate entry
. controls to ensure that only authorized personnel are
A.9.1 Secure phy51'c al access, damage allowed access.
areas and interference to the

organization’s premises
and information.

A.9.1.3 Securing offices, rooms and
facilities

Physical security for offices, rooms, and facilities shall
be designed and applied

A.9.1.4 Protecting against external and
environmental threats

Physical protection against damage from fire, flood,
earthquake, explosion, civil unrest, and other forms of
natural or man-made disaster shall be designed and
applied.

83




A.9.1.5 Working in secure areas

Physical protection and guidelines for working in
secure areas shall be designed and applied.

A.9.1.6 Public access, delivery and
loading areas

Access points such as delivery and loading areas and
other points where unauthorized persons may enter
the premises shall be controlled and, if possible,
isolated from information processing facilities to
avoid unauthorized access.

To prevent loss, damage,

A.9.2.1 Equipment siting and protection

Equipment shall be sited or protected to reduce the
risks from environmental threats and hazards, and
opportunities for unauthorized access.

A.9.2.2 Supporting utilities

Equipment shall be protected from power failures
and other disruptions caused by failures in
supporting utilities.

A.9.2.3 Cabling security

Power and telecommunications cabling carrying data
or supporting information services shall be protected
from interception or damage.

A92 theft or compromise of | A.9.2.4 Equipment maintenance Equipment shall be correctly maintained to ensure its
Equipment assets and interruption to continued availability and integrity.
security the organization’s
activities. A.9.2.5 Security of equipment off Security shall be applied to off-site equipment taking
premises into account the different risks of working outside the
organization’s premises.
A.9.2.6 Secure disposal or re-use of All items of equipment containing storage media
equipment shall be checked to ensure that any sensitive data and
licensed software has been removed or securely
overwritten prior to disposal.
A.9.2.7 Removal of property Equipment, information or software shall not be
taken off-site without prior authorization.
A.10.1.1 Documented operating Operating procedures shall be documented,
procedures maintained, and made available to all users who need
them.
A.10.1.2 Change management Changes to information processing facilities and
A,lq.l To ensure the correct and systems shall be controlled.
Operational secure operation of
procedures inf tioI; rocessin A.10.1.3 Segregation of duties Duties and areas of responsibility shall be segregated
and ! orm? np & to reduce opportunities for unauthorized or
i acilities. . . e .
responsibilities unintentional modification or misuse of the
organization’s assets.
A.10.1.4 Separation of development, test | Development, test and operational facilities shall be
and operational facilities separated to reduce the risks of unauthorized access
or changes to the operational system.
) To implement and A.10.2.1 Service delivery It shall be ensured that the security controls, service
A102 Thl}'d maintain the appropriate definitions and delivery levels included in the third
party service level of information party service delivery agreement are implemented,
delivery security and service operated, and maintained by the third party.
management

delivery in line with

89




third party service
delivery agreements.

A.10.2.2 Monitoring and review of third
party services

The services, reports and records provided by the
third party shall be regularly monitored and
reviewed, and audits shall be carried out regularly.

A.10.2.3 Managing changes to third party
services

Changes to the provision of services, including
maintaining and improving existing information
security policies, procedures and controls, shall be
managed, taking account of the criticality of business
systems and processes involved and re-assessment of
risks.

A.10.3.1 Capacity management

The use of resources shall be monitored, tuned, and
projections made of future capacity requirements to
ensure the required system performance.

A.10.3 System To minimize the risk of
planning and © minimize the risk o A.10.3.2 System acceptance Acceptance criteria for new information systems,
acceptance systems failures. upgrades, and new versions shall be established and
suitable tests of the system(s) carried out during
development and prior to acceptance.

A.10.4.1 Controls against malicious code Detection, prevention, and recovery controls to
protect against malicious code and appropriate user
awareness procedures shall be implemented.

A104
Protection To protect the integrity of
against software and A.10.4.2 Controls against mobile code Where the use of mobile code is authorized, the

malicious and
mobile code

information.

configuration shall ensure that the authorized mobile
code operates according to a clearly defined security
policy, and unauthorized mobile code shall be
prevented from executing.

A.10.5 Back-up

To maintain the integrity
and availability of
information and
information processing
facilities.

A.10.5.1 Information back-up

Back-up copies of information and software shall be
taken and tested regularly in accordance with the
agreed backup policy.

To ensure the protection

A.10.6.1 Network controls

Networks shall be adequately managed and
controlled, in order to be protected from threats, and
to maintain security for the systems and applications
using the network, including information in transit.

A.10.6 of information in
Network networks and the
security protection of the A.10.6.2 Security of network services Security features, service levels, and management
management supporting requirements of all network services shall be
infrastructure. identified and included in any network services
agreement, whether these services are provided in-
house or outsourced.
T . A.10.7.1 Management of removable There shall be procedures in place for the
o prevent unauthorized . .
A0 Media disclosure, modification, media management of removable media.
handling removal or destruction of A.10.7.2 Disposal of media Media shall be disposed of securely and safely when

assets, and interruption
to business activities.

no longer required, using formal procedures.
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A.10.7.3 Information handling
procedures

Procedures for the handling and storage of
information shall be established to protect this
information from unauthorized disclosure or misuse.

A.10.7 4 Security of system
documentation

System documentation shall be protected against
unauthorized access.

A108
Exchange of
information

To maintain the security
of information and
software exchanged
within an organization
and with any external
entity.

A.10.8.1 Information exchange policies
and procedures

Formal exchange policies, procedures, and controls
shall be in place to protect the exchange of
information through the use of all types of
communication facilities.

A.10.8.2 Exchange agreements

Agreements shall be established for the exchange of
information and software between the organization
and external parties.

A.10.8.3 Physical media in transit

Media containing information shall be protected
against unauthorized access, misuse or corruption
during transportation beyond an organization’s
physical boundaries.

A.10.8.4 Electronic messaging

Information involved in electronic messaging shall be
appropriately protected.

A.10.8.5 Business information systems

Policies and procedures shall be developed and
implemented to protect information associated with
the interconnection of business information systems.

A.10.9
Electronic
commerce
services

To ensure the security of
electronic commerce
services, and their secure
use.

A.10.9.1 Electronic commerce

Information involved in electronic commerce passing
over public networks shall be protected from
fraudulent activity, contract dispute, and
unauthorized disclosure and modification.

A.10.9.2 On-line transactions

Information involved in on-line transactions shall be
protected to prevent incomplete transmission, mis-
routing, unauthorized message alteration,
unauthorized disclosure, unauthorized message
duplication or replay.

A.10.9.3 Publicly available information

The integrity of information being made available on
a publicly available system shall be protected to
prevent unauthorized modification.

A10.10
Monitoring

To detect unauthorized
information processing
activities.

A.10.10.1 Audit logging

Audit logs recording user activities, exceptions, and
information security events shall be produced and
kept for an agreed period to assist in future
investigations and access control monitoring.
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A.10.10.2 Monitoring system use

Procedures for monitoring use of information
processing facilities shall be established and the
results of the monitoring activities reviewed
regularly.

A.10.10.3 Protection of log information

Logging facilities and log information shall be
protected against tampering and unauthorized access.

A.10.10.4 Administrator and operator
logs

System administrator and system operator activities
shall be logged.

A.10.10.5 Fault logging

Faults shall be logged, analyzed, and appropriate
action taken.

A.10.10.6 Clock synchronization

The clocks of all relevant information processing
systems within an organization or security domain
shall be synchronized with an agreed accurate time
source.

All1 To control access to A.11.1.1 Access control policy An access control policy shall be established,
Business information. documented, and reviewed based on business and
requirement security requirements for access.
for access
control
A.11.2.1 User registration There shall be a formal user registration and de-
registration procedure in place for granting and
revoking access to all information systems and
services.
To ensure authorized
A.11.2 User user access and to A.11.2.2 Privilege management The allocation and use of privileges shall be restricted
access prevent unauthorized and controlled.
management access to information
systems. A.11.2.3 User password management The allocation of passwords shall be controlled
through a formal management process.
A.11.2.4 Review of user access rights Management shall review users’ access rights at
regular intervals using a formal process.
A.11.3.1 Password use Users shall be required to follow good security
practices in the selection and use of passwords.
To prevent unauthorized
user access, and - 5
A113 User compromise or theft of A.11.3.2 Unattended user equipment ;Jseiz sl;ia;tleen:(l)ltreec gz)arf unattended equipment has
responsibilities information and pprop P '
inf i .
m ormaf;sirfigzgcessmg A.11.3.3 Clear desk and clear screen A clear desk policy for papers and removable storage
policy media and a clear screen policy for information
processing facilities shall be adopted.
) A.11.4.1 Policy on use of network Users shall only be provided with access to the
All4 To prevent unauthorized | services services that they have been specifically authorized to
Network access to networked

access control

services.

use.
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A.11.4.2 User authentication for external
connections

Appropriate authentication methods shall be used to
control access by remote users.

A.11.4.3 Equipment identification in
networks

Automatic equipment identification shall be
considered as a means to authenticate connections
from specific locations and equipment.

A.11.4.4 Remote diagnostic and
configuration port protection

Physical and logical access to diagnostic and
configuration ports shall be controlled.

A.11.4.5 Segregation in networks

Groups of information services, users, and
information systems shall be segregated on networks.

A.11.4.6 Network connection control

For shared networks, especially those extending
across the organization’s boundaries, the capability of
users to connect to the network shall be restricted, in
line with the access control policy and requirements
of the business applications

A.11.4.7 Network routing control

Routing controls shall be implemented for networks
to ensure that computer connections and information
flows do not breach the access control policy of the
business applications.

A.11.5.1 Secure log-on procedures

Access to operating systems shall be controlled by a
secure log-on procedure.

A.11.5.2 User identification and
authentication

All users shall have a unique identifier (user ID) for
their personal use only, and a suitable authentication
technique shall be chosen to substantiate the claimed
identity of a user.

A115 ) A.11.5.3 Password management system Systems for managing passwords shall be interactive
Operating To prevent unauthorized and shall ensure quality passwords.
access to operating
system access
control systems. A.11.5.4 Use of system utilities The use of utility programs that might be capable of
overriding system and application controls shall be
restricted and tightly controlled.
A.11.5.5 Session time-out Inactive sessions shall shut down after a defined
period of inactivity.
A.11.5.6 Limitation of connection time Restrictions on connection times shall be used to
provide additional security for high-risk applications.
A.11.6.1 Information access restriction Access to information and application system
functions by users and support personnel shall be
All6 . restricted in accordance with the defined access
Avplication To prevent unauthorized control policy
bp access to information ’
and held in application
information PP
systems.

access control

A.11.6.2 Sensitive system isolation

Sensitive systems shall have a dedicated (isolated)
computing environment.
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A.11.7 Mobile
computing
and
teleworking

To ensure information
security when using
mobile computing and
teleworking facilities.

A.11.7.1 Mobile computing and
communications

A formal policy shall be in place, and appropriate
security measures shall be adopted to protect against
the risks of using mobile computing and
communication facilities.

A.11.7.2 Teleworking

A policy, operational plans and procedures shall be
developed and implemented for teleworking
activities.

A.12.1 Security

To ensure that security is

A.12.1.1 Security requirements analysis

Statements of business requirements for new

requirements an integral part of and specification information systems, or enhancements to existing
of information | information systems. information systems shall specify the requirements
systems for security controls.

A.12.2.1 Input data validation Data input to applications shall be validated to ensure
that this data is correct and appropriate.

A.12.2.2 Control of internal processing Validation checks shall be incorporated into
applications to detect any corruption of information
through processing errors or deliberate acts.

To prevent errors, loss,
A.12.2 Correct unauthorized
processing in | modification or misuse of A.12.2.3 Message integrity Requirements for ensuring authenticity and
applications information in protecting message integrity in applications shall be
applications. identified, and appropriate controls identified and
implemented.

A.12.2.4 Output data validation Data output from an application shall be validated to
ensure that the processing of stored information is
correct and appropriate to the circumstances.

A.12.3.1 Policy on the use of A policy on the use of cryptographic controls for

To protect the cryptographic controls protection of information shall be developed and
A123 confidentiality, implemented.
Cryptographic | authenticity or integrity
controls of informa.tion by A.12.3.2 Key management Key management shall be in place to support the
cryptographic means. organization’s use of cryptographic techniques.

A.12.4.1 Control of operational software There shall be procedures in place to control the

installation of software on operational systems.
A.12.4 Security | To ensure the security of | A.12.4.2 Protection of system test data Test data shall be selected carefully, and protected

of system files

system files.

and controlled.

A.12.4.3 Access control to program
source code

Access to program source code shall be restricted.

A.12.5Security | To maintain the security | A.12.5.1 Change control procedures The implementation of changes shall be controlled by
in of application system the use of formal change control procedures.
development software and
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and support

information.

A.12.5.2 Technical review of applications

When operating systems are changed, business

processes after operating system changes critical applications shall be reviewed and tested to
ensure there is no adverse impact on organizational
operations or security.

A.12.5.3 Restrictions on changes to Modifications to software packages shall be

software packages discouraged, limited to necessary changes, and all
changes shall be strictly controlled.

A.12.5.4 Information leakage Opportunities for information leakage shall be
prevented.

A.12.5.5 Outsourced software Outsourced software development shall be

development supervised and monitored by the organization.

Al126 To reduce risks resulting | A.12.6.1 Control of technical Timely information about technical vulnerabilities of

Technical from exploitation of vulnerabilities information systems being used shall be obtained, the

Vulnerability published technical organization's exposure to such vulnerabilities

Management vulnerabilities. evaluated, and appropriate measures taken to
address the associated risk.

A.13.1.1 Reporting information security Information security events shall be reported through

To ensure information events appropriate management channels as quickly as
A13.1 security events and possible.
Reporting weaknesses associated
information with information systems | A.13.1.2 Reporting security weaknesses All employees, contractors and third party users of
security events are communicated in a information systems and services shall be required to

and manner allowing timely note and report any observed or suspected security

weaknesses corrective action to be weaknesses in systems or services.
taken.

A.13.2.1 Responsibilities and procedures | Management responsibilities and procedures shall be
established to ensure a quick, effective, and orderly
response to information security incidents.

A.13.2.2 Learning from information There shall be mechanisms in place to enable the

Al32 To ensure a consistent security incidents types, volumes, and costs of information security
Management | and effective approach is incidents to be quantified and monitored.
of information applied to the
security management of
incidents and information security A.13.2.3 Collection of evidence Where a follow-up action against a person or
improvements incidents. organization after an information security incident
involves legal action (either civil or criminal),
evidence shall be collected, retained, and presented to
conform to the rules for evidence laid down in the
relevant jurisdiction(s).
Al41 To counteract A.14.1.1 Including information security A managed process shall be developed and
Information interruptions to business | in the business continuity management maintained for business continuity throughout the
security activities and to protect process organization that addresses the information security
aspects of critical business requirements needed for the organization’s business
business processes from the effects continuity.
continuity of major failures of
management information systems or

disasters and to ensure
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their timely resumption.

A.14.1.2 Business continuity and risk
assessment

Events that can cause interruptions to business
processes shall be identified, along with the
probability and impact of such interruptions and their
consequences for information security.

A.14.1.3 Developing and implementing
continuity plans including information
security

Plans shall be developed and implemented to
maintain or restore operations and ensure availability
of information at the required level and in the
required time scales following interruption to, or
failure of, critical business processes.

A.14.1.4 Business continuity planning
framework

A single framework of business continuity plans shall
be maintained to ensure all plans are consistent, to
consistently address information security
requirements, and to identify priorities for testing and
maintenance.

A.14.1.5 Testing, maintaining and
reassessing business continuity plans

Business continuity plans shall be tested and updated
regularly to ensure that they are up to date and
effective.

Al151 To avoid breaches of any | A.15.1.1 Identification of applicable All relevant statutory, regulatory and contractual
Compliance law, statutory, regulatory | legislation requirements and the organization’s approach to
with legal or contractual meet these requirements shall be explicitly defined,
requirements obligations, and of any documented, and kept up to date for each

security requirements. information system and the organization.

A.15.1.2 Intellectual property rights (IPR) | Appropriate procedures shall be implemented to
ensure compliance with legislative, regulatory, and
contractual requirements on the use of material in
respect of which there may be intellectual property
rights and on the use of proprietary software
products.

A.15.1.3 Protection of organizational Important records shall be protected from loss,

records destruction and falsification, in accordance with
statutory, regulatory, contractual, and business
requirements.

A.15.1.4 Data protection and privacy of Data protection and privacy shall be ensured as

personal information required in relevant legislation, regulations, and, if
applicable, contractual clauses.

A.15.1.5 Prevention of misuse of Users shall be deterred from using information

information processing facilities processing facilities for unauthorized purposes.

A.15.1.6 Regulation of cryptographic Cryptographic controls shall be used in compliance

controls with all relevant agreements, laws, and regulations.

A15.2 To ensure compliance of | A.15.2.1 Compliance with security Managers shall ensure that all security procedures
Compliance systems with policies and standards within their area of responsibility are carried out

with security
policies and
standards, and
technical

organizational security
policies and standards.

correctly to achieve compliance with security policies
and standards.
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compliance A.15.2.2 Technical compliance checking Information systems shall be regularly checked for

compliance with security implementation standards.
A153 To maximize the A.15.3.1 Information systems audit Audit requirements and activities involving checks on
Information effectiveness of and to controls operational systems shall be carefully planned and
systems audit | minimize interference agreed to minimize the risk of disruptions to business
considerations | to/from the information processes.

systems audit process.

A.15.3.2 Protection of information
systems audit tools

Access to information systems audit tools shall be
protected to prevent any possible misuse or
compromise.

Audit Checklist - ISO 27005 Framework

Master Control | Master Control Objective Control Sub- Control Sub-category Objectives
Sections category
A 8 Risk Identification and valuation of | 8.1 Risk 8.1.1 Identification of assets
assessment assets and impact assessments identification 8 1.2 Identification of threats
8.1.3 Identification of existing controls
8.1.4 Identification of vulnerabilities
8.1.5 Identification of consequences

8.2 Risk analysis PILAR evaluates the risk associated to each
threat on each asset, and provides a risk-level
that is a combination of the likelihood and the
consequences of the occurrence of each threat on
each asset.

8.3 Risk evaluation | PILAR provides detailed information on the
facts. It is the responsibility of the management
bodies to interpret the consequences of incidents
on the business.

A 9 Risk Risk treatment is an art where 9.1 Risk The level of risk should be managed by

treatment organization may opt between | Modification introducing, removing or altering controls so
several, non-exclusive, that the residual risk can be reassessed as being
alternatives acceptable

9.2 Risk Retention The decision on retaining the risk without

further action should be taken depending on
risk evaluation.
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9.3 Risk Avoidance

The activity or condition that gives rise to the
particular risk should be avoided. Usually this
means changing the collection of assets,
removing from our system those that we are not
ready to protect sufficiently.

9.4 Risk Sharing

The risk should be shared with another party
that can most effectively manage the particular
risk depending on risk evaluation

A 10 Risk
acceptance

PILAR provides detailed
information on the facts, both
potential and residual risk
levels. It is the responsibility of
the management bodies to take
the decisions.

A 11 Risk
communication

Risk communication is an
activity to achieve agreement
on how to manage risks by
exchanging and/or sharing
information about risk between
the decision-makers and other
stakeholders. The information
includes, but is not limited to
the existence, nature, form,
likelihood, severity, treatment,
and acceptability of risks

A 12 Risk
monitoring

Risks are not static. Threats,
vulnerabilities, likelihood or
consequences may change
abruptly

Audit Checklist — 1SO 27001 Framework

S No

Data Center and Near Data Center Controls

1

Physical Security

11 prohibited

Is physical security applied to the information processing area or DC/NDC and unauthorized access strictly

1.2 Does BCC limit access to DC/NDC to authorized staff only

1.3

Is there any access authorization procedure in place to ensure that vendors, service providers, support staff,
cleaning crews, etc visitors are accompanied at all times by an authorized employee while in the DC/NDC and
the whole procedure should be abide by vendor access policy
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Is access authorization list with and/or without biometric profile maintained and reviewed periodically for the

14 authorized person to access the DC/NDC
15 Are all physical access to sensitive areas logged with date, time and purpose

Does the management ensure and monitor physical security of the perimeter of DC, facility and equipment
16 room by employing physical and procedural controls for 24 hours
1.7 Is emergency exit door available

Is there a designated custodian or manager in charge of DC/NDC to provide authorization and to ensure
1.8 compliance with policy

Is there an inventory of all computing equipment, associated equipment and consumables housed in DC/NDC
1.9 and gate pass policy should be in place during movement of any asset

Is there enough checkpoints including metal detector in place to ensure proper approval from the competent
110 authority before entering or exiting any equipment or accessories into/from the DC/NDC

Is lost access card reported immediately as occurrence of incident and then access on lost card immediately
111 revoked
112 Is the physical security of DC/NDC premises reviewed at least once each year

Is there enough checkpoints in place to ensure proper approval from the competent authority before entering
1.13 . . .

or exiting any equipment or accessories into/from the DC/NDC

2 Environmental Security

Is the DC/NDC designed and applied to protect from the risk of damage due to fire, flood, explosion and other
21 forms of disaster

Is design layout of DC/NDC including power supply and network connectivity properly documented and
22 approved

Are there separate channels for data and power cables to protect from interception or any sort of damages
2.3
24 Are water detection devices placed below the raised floor if it is raised
2.5 Is there any pest control mechanism in place

Is there any storage of accessories or devices not associated with DC and powered off devices including
2.6 phone, laptop or any accessories that has camera which are disallowed in the DC/NDC and must be blocked

by sticker

Is Close Circuit Television (CCTV) camera installed at appropriate positions of all sides for monitoring
2.7
28 Is there any sign of "No eating, drinking or smoking", “Fire, power cutoff, Accident etc.” in display
2.9 Is there any dedicated office vehicle for emergency necessities
210 Does the data centers have dedicated telephone communication facility

Are the addresses and telephone or mobile numbers of all contact persons (e.g. fire service, police station,
211 service providers, vendors and all ICT personnel) available to meet any emergency necessity

Are power supply system and other support units separated from production site and placed in secure area to
212 reduce the risks from environmental threats
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Is dedicated power supply installed from source (MDB or Generator) to DC/NDC and monitored to avoid the

213 risk of overloading
Are the following environmental controls installed:
a)  Uninterrupted Power Supply (UPS) with backup units
b)  Backup power supply
c)  Estimated necessary fuel for generator(s)
d) Temperature and humidity measuring devices
514 e) Water leakage precautions and water drainage system from air conditioner
: f)  Air conditioners with backup units. Industry standard cooling system shall be introduced to avoid the
water leakage and faults in the water drainage system with the conventional air conditioning system
g) Emergency power cut-off switches where applicable
h) Emergency lighting arrangement
i)  Dehumidifier for humidity control
215 Is First-Aid kit kept available in both DC/NDC
216 Is any photograph taken inside the DC by any staffs should be monitored and blocked by sticker
Are all above mentioned controls regularly tested and existence of maintenance service contract available for
217 24x7 bases
3 Fire Prevention
3.1 Are wall, ceiling and door of DC/NDC fire-resistant
32 Are fire suppression equipment installed and tested periodically
33 Is automatic fire/smoke alarming system installed and tested periodically
3.4 Is there fire detector below the raised floor if it is raised
Are electric cables and data cables in the DC/NDC maintained quality and concealed
3.5
Are flammable items e.g. paper, wooden items, plastics, etc. allowed to store in the DC
3.6
4 Server Room Controls
Is there a glass enclosure in the server room with lock and key under a responsible person
4.1
4.2 Is the physical access restricted and visitors’ log maintained for the server room
Is there any access authorization list which is being maintained and reviewed on regular basis
43
Is there any provision to replace the server and network devices within shortest possible time in case of any
44 disaster
Is the server room air-conditioned and installed with proper water drainage system
4.5
4.6 Is there power generator in place to continue operations in case of power failure
47 Is there UPS in place to provide uninterrupted power supply to the server and devices
48 Is proper attention given on overloading electrical outlets with too many devices
Is channel alongside the wall prepared to allow all required cabling to be in neat and safe position as per layout
49

of power supply and data cables
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Are the addresses and phone numbers of all contact persons (e.g. fire service, police station, service providers,

4.10 vendors and all ICT/ responsible personnel) available to cope with any emergency situation
411 Is power supply switched off before leaving the server room if otherwise not required
412 Is fire extinguisher placed outdoor visible area of the server room and maintained/checked on an annual basis

Is there enough checkpoints in place to ensure proper approval from the competent authority before entering
4.13 or exiting any equipment or accessories into/from Server Room

5 Networks Security Management

Is there any standard established to ensure security for OSs, Databases, Network equipments and portable
5.1 devices

Are enforcement checks conducted regularly to ensure that the standards are applied uniformly and non-
5.2 compliances are detected and raised for investigation

Are the Network Design and its security configurations implemented under an approved documented plan
53

Are all type of cables including UTP, fiber, power labeled properly for further corrective or preventive
54 maintenance works
5.5 Is physical security of all network equipment ensured

Are groups of information services, users, and information systems segregated in networks, e.g. VLAN
5.6

Are unauthorized access and electronic tampering controlled strictly, and encryption mechanism deployed for
57 sensitive data travelling through public network

Are network security devices e.g. Firewall, IDS, IPS installed to protect the network perimeters
5.8

Is web Application Firewall (WAF) implemented to protect hosted web applications
5.9

Are there firewalls or other security measures deployed within internal networks to minimize the impact of
5.10 security exposures

Is Secure Login feature (i.e. SSH) enabled and unencrypted login option (i.e. TELNET) disabled in network
5.11 devices for remote administration purposes
5.12 Are rules on network security devices backed up and reviewed on a regular basis
5.13 Is there any arrangement of redundant communication links for WAN connectivity

Are all unused ports of network devices e.g. switch, router, etc. shut-off by default if otherwise not defined
5.14
5.15 Is network extension using Hub, Wireless Router (WiFi), etc. prohibited
5.16 Is network extension for new users done centrally with approval from authority

Is connection of personal laptop to office network or any personal wireless modem with the office
517 laptop/ desktop restricted and secured

Is SYSLOG server established to monitor the logs generated by network devices (depending on Network Size)
5.18

Is Authentication Authorization and Accounting (AAA) Server established to manage the network devices
5.19

effectively (depending on Network Size)
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Are Role-based and/or Time-based ACLs implemented in the routers to control network traffic

5.20
5.21 Is real time health monitoring system implemented for surveillance of all network equipments and servers
5.22 Are all default passwords of network devices changed immediately after installation
5.23 Are all communication devices uniquely identifiable with proper authentication
5.24 Is role-based administration ensured for the servers and network devices
5.25 Is configuration backup of the network devices done regularly
526 Are control and visibility of the network with technology e.g. NetFlow, sFlow, etc. in place
507 Is Rollback policy for system update/Upgrade/Configuration management available
598 Is Configuration Management Database (CMDB) implemented and reviewed regularly
599 Is all documents related to Configuration, Change, Incident, Problem and Root Cause Analysis (RCA) stored
5.30 Is white list-based network traffic policy implemented
6 Malicious Code Protection
Are the servers and workstations protected from malicious code by ensuring the proper installation of
6.1 approved anti-malware packages
Are the users aware of prevention and detection of the introduction of malicious software
6.2
Are software and data supporting critical business activities regularly scanned or searched to identify possible
6.3 malicious code
Are the files received on electronic media of uncertain origin or unknown networks checked for malicious code
6.4 before use
6.5 Are attachments of electronic mail checked for malicious code before use
Is the anti-malware package kept up-to-date with the latest definition file using an automated and timely
6.6 process
Are all computers in the network get updated signature of anti-malware software automatically from the
6.7 server
Is auto protection mode enabled to screen disks, tapes, CDs or other media for malwares
6.8
Are the employees made aware of the problem of hoax viruses and advised not to forward such chain mail to
6.9 others
Is there any formal process for managing attacks from malicious code including reporting of and recovering
6.10 from attacks
6.11 Is there any Sandboxing mechanism for further malware analysis
Is awareness program arranged for the end users about computer malwares and their prevention mechanism
6.12
7 Internet Access Management
71 Are access to and use of the internet from BCC's premises kept secure
Is access to the Internet from BCC premises and systems routed through secure gateways
7.2
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Is external internet connectivity device prohibited to be used in the BCC's resources at BCC premises

7.3
Is internet access provided by BCC prohibited to transact any commercial/business activity that is not done by
74 the BCC
Are critical internal workstations for financial transactions isolated from the network having internet
7.5
Is there any procedure of disciplinary action for the case of activity that knowingly contravenes any criminal or
7.6 civil law or act using internet access provided by BCC
77 Is formal risk analysis performed during deployment of connections to the Internet or third-party and public
) networks
7.8 Is there any white-listing and/or black-listing policy developed and maintained
7.9 Is visibility of the users’ internet access in place
8 Email Management
8.1 Is email system maintained according to BCC's E-mail Policy
8.2 Is encryption facility used while confidential information communicated to external parties
Are employees compelled to consider the confidentiality and sensitivity of all email content, before forwarding
8.3 email or replying to external parties
Is there any procedure of disciplinary action for information transmitted by email which are defamatory,
abusive, involve any form of racial or sexual abuse, damage the reputation or contain any material that is
8.4 harmful to employees, customers, competitors, or others
Does BCC restrict personal usage of BCC's email address for any social networking, blogs, groups, forums, etc.
8.5
Is there any mechanism in place to restrict and control inbound email sourcing of any social networking, blogs,
8.6 groups, forums, etc.
Do the employees use a disclaimer stating about confidentiality of email contents and asking intended
8.7 recipient for transmission
Are regular review and monitoring of email services performed by concerned department
8.8
9 Cryptography
Is there any established cryptographic key management policy and procedure to cover generation, distribution,
9.1 installation, renewal, revocation and expiry
Are all cryptographic keys generated securely and materials used in the generation process destroyed after
9.2 usage
Are cryptographic keys used for a single purpose to reduce the impact of an exposure of a key
9.3
9.4 Is there defined cryptoperiod for each cryptographic key considering sensitivity and operational criticality
Are the hardware security modules and keying materials physically and logically protected
9.5
9.6 Is use or transmission of cryptographic keys are secured
97 Is there any secure key destruction method for expired cryptographic keys
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9.8 Is the generation of a new key independent from the previous keys
9.9 Is backup of cryptographic keys maintained
9.10 Is there any procedure in place for key revocation/destruction/replacement of the compromised keys
10 Vulnerability Assessment and Penetration Testing
Are VAs conducted regularly to detect security vulnerabilities in the ICT infrastructure and applications
10.1
Is there any procedure for combination of automated tools and manual techniques to perform comprehensive
10.2 VA
103 Is there any process in place to remedy issues identified in VAs and perform subsequent remediation of gaps
104 Are periodical or need basis penetration tests conducted on network infrastructure and internet-based systems
10.5 Is periodical VAPT conducted on total infrastructure and web-based systems
11 Patch Management
Is there any patch management procedure to identify, categorize, prioritize and implement patches in a timely
111 manner
11.2 Are patches deployed in test environment before deployment into the production environment
11.3 Are License management policy in place
12 Security Monitoring
Are there appropriate security monitoring systems and processes in place to facilitate prompt detection of
121 unauthorized or malicious activities by internal and external parties
Are network surveillance and security monitoring procedures implemented to protect BCC against network
12.2 intrusion attacks
Are security monitoring tools implemented to enable the detection of changes on critical ICT resources such as
123 databases, system or data files and programs, to facilitate the identification of unauthorized changes
Are security logs of systems, applications and network devices regularly reviewed for anomalies, and logs
124

being protected for a defined period
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